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What is the Report About? (Executive Summary)

1. The report seeks approval to the policy document at Appendix 1, which sets out 
how Cumbria County Council will comply with the Regulation of Investigatory 
Powers Act 2000 (RIPA).

2. The report also provides Cabinet with an update on surveillance activity since 
the last report to Cabinet in September 2017. The Council rarely makes use of 
the powers available under RIPA and no authorisations have been applied for 
or granted in the last year. 

Recommendation of the Corporate Director

3. Cabinet note the work being undertaken by officers and the communications 
plan for better embedding RIPA within the organisation. 

4. Cabinet approve the attached updated Policy in respect of how Cumbria County 
Council will comply with the Regulation of Investigatory Powers Act 2000.

5. Cabinet delegates authority to the Chief Legal Officer/Monitoring Officer in 
consultation with the Leader and Deputy Leader to make amendments to the 
policy in line with changes to legislation.

Background to the Proposals

6. Cumbria County Council will on occasion need to use covert surveillance in 
order to carry out its functions effectively. RIPA provides the framework under 
which authorised regulators are able to carry out surveillance activities and 
access communications data which would otherwise not be legal because of the 
impact on human rights. Examples of enforcement activities which may require 
the use of RIPA include trading standards enforcement activities against rogue 
traders and loan sharks, community and fire safety, fraud investigations and 
child protection.



7. RIPA applications must go through a prescribed process which involves 
authorisation by one of the specified authorising officers. The authorised RIPA 
application must then be presented to a Magistrate for judicial approval.

8. Guidance states that elected members of a local authority should review the 
authority’s use of RIPA and set the policy at least once a year.  The proposed 
policy document at Appendix 1 represents an updated policy, taking into 
account recent changes from the date of the last report in September 2017.

9. New Codes of Practice which came into force in August 2018 have been 
considered when proposing the revised RIPA policy however further changes to 
RIPA as a result of the Investigatory Powers Act 2016 are expected within the 
next few months.  The Council’s policy will be further updated to take these 
changes into account once they are implemented. 

10. Authorities who use RIPA are inspected by the OSC and the Council was last 
inspected on 28th June 2016. The findings of the inspection and 
recommendations of the inspector were provided to Cabinet in September 
2016.  The next likely date for an inspection will be 2019.  The investigatory 
regime is expected to change with a new supervisory body, the Investigatory 
Powers Commissioner. 

11. One of the main focusses of the inspection in 2016, and a continuing focus of 
the inspectors is the increasing use of the internet and social networking sites to 
gather information.  It is the view of the OSC that whilst this activity may fall 
outside of the RIPA regime, good practice would suggest that appropriate 
guidance and advice should be available and that that guidance and the RIPA 
policy should be well communicated to staff across all departments.

12. The OSC sent out a letter on 20 March 2017 drawing attention to the use of 
social media sites and the internet and the dangers of using open source 
material drifting into covert surveillance which falls under the RIPA regime. They 
have also issued updated guidance on their website for Local Authorities and 
informed Local Authorities that future inspections will be focused on this issue. 

13. In September 2017 Cabinet approved a policy on the use of social media sites 
which does not need revisiting.  Guidance has been issued to all managers on 
this policy and the RIPA policy, most recently in December 2017.   

14. A log of the use of all investigations carried out by social media is maintained by 
Trading Standards, there are no reports of social media investigations across 
the Council over the last 12 months.   A communications plan has been 
developed to ensure that all managers are aware of the requirements for 
reporting all social media investigations. This consists of further training, 
corporate messages to managers via Heads Up, a training pack for targeted 
managers who are likely to conduct investigations to deliver at team meetings 
and quarterly meetings with authorising officers, the Monitoring officer and 
senior manager, regulatory services to monitor the embedding of the RIPA and 
social media policy within the Council.   



15. There have been no RIPA authorisations applied for or granted since the date 
of the last report in September 2017.  This is not unexpected and is in line with 
national trends.    A log is maintained of when use of RIPA is considered, even 
if it is not pursued because the Council has found a less intrusive method than 
surveillance.  The log shows that RIPA was considered on 8 occasions but not 
pursued as alternatives such as test purchases were able to be used, 

16. Options Considered and Risks Identified

17. In order to comply with relevant legislation and guidance, the Council must have 
a policy.  The options are therefore:

18. Option (a)

 That Cabinet approves the Policy attached at Appendix 1 and delegates 
authority to the Chief Legal Officer/Monitoring Officer in consultation with 
the Leader and Deputy Leader to make amendments to the policy in line 
with changes to legislation. 

Option (b) 

 That Cabinet approves the Policy at Appendix 1 with amendments.

Reasons for the recommendation/Key benefits 

 The approval of the policy as drafted will ensure the Council’s compliance 
with relevant legislation and guidance.

 Ensuring that an up to date and accurate policy and guidance is available 
will assist the Council to balance the needs of undertaking work to 
safeguard individuals and local communities whilst ensuring that it does 
not unnecessarily infringe the human rights of individuals.

Financial – What Resources will be needed and how will it be Funded?

19.  There are no financial implications as a result of approving the updated policy to 
ensure the Council’s compliance with the Regulation of Investigatory Powers Act 
2000. 

Legal Aspects – What needs to be Considered?

20.The Regulation of Investigatory Powers Act 2000 sets out a regulatory framework 
for the use of covert surveillance techniques by public authorities.

21.  Statutory guidance states that elected members of a local authority should review  
the authority’s use of the RIPA and set the policy at least once a year.



Council Plan Priority – How do the Proposals Contribute to the Delivery of 
the Council’s Stated Objectives?

22.The Council is required by law to set a policy in respect of the Council’s use of 
RIPA.

What is the Impact of the Decision on Health Inequalities and Equality and 
Diversity Issues?

23.There is a positive impact on individuals and local communities of the Council 
undertaking investigative work that enables it to safeguard the vulnerable and fulfil 
its responsibilities as a regulatory authority.  However, to ensure that benefit, any 
action taken needs to be lawful, necessary and proportionate and the 
recommendations is this report will assist to achieve an appropriate balance by 
providing clear guidance to staff.

Appendices and Background Documents

(a) Appendix 1 – Cumbria County Council Policy Document – The 
Regulation of Investigatory Powers Act 2000
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